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The intelligent way to arm your 
people, processes and technology
against cyber attacks



That’s where we can help 

We’ve developed the SecuraPro™ framework to 
embrace a holistic approach to managing cyber 
security for today and tomorrow.

Unfortunately, cyber security is all too often thought of as an IT and 
technology issue, rather than the strategic risk management issue it 
actually is. With SecuraPro™ we address the three fundamental pillars 
of cyber security – People, Processes and Technology. Companies 
are, even now, far too dependent on technology alone to protect critical 
information assets.

By addressing the vulnerabilities inherent in People, Processes and 
Technology, SecuraPro™ significantly improves your cyber security 
profile and reduces the threats you face every hour, of every day. 

With three different levels of protection – Essential, Assured and 
Resilient – the SecuraPro™ framework will help your business foster 
a culture of knowledge and awareness, where policies and procedures 
are easily understood and adopted and where technology goes way 
beyond traditional antivirus software and firewalls.

Aligning with the gold standards of cyber security frameworks from 
NIST (the National Institute for Standards and Technology), ISO 
(International Organisation for Standardisation) and the UK’s 
government-backed Cyber Essentials, SecuraPro™ from Octree 
embraces core cyber security countermeasures specifically aimed 
at protecting today’s modern digital business.

And you won’t be alone on your cyber security journey. Each of the 
three SecuraPro™ solutions gives you and your business access to 
a cyber security consultant to not only ensure your policies are being 
followed, but to be on hand to answer any questions and provide advice.

Our consultants will be able to guide you through the ever-changing 
landscape of cyber security enabling you to arm your team with the 
latest tools to gain an edge against today’s challenges. 

CYBER ATTACKS
They sound scary 
don’t they?

How about cyber security? 

Less scary perhaps, but still challenging and somewhat 
daunting – much easier to put it into the ‘too hard 
basket’ and see it as something that only affects 
large multi-nationals.

The reality is 
quite different 
Cyber attacks can affect small business 
owners as well as larger organisations. 
Cyber-crime is the digital equivalent 
of someone trying to break into your 
house and it comes in all shapes and 
sizes, but most are very basic in nature 
carried out by unskilled individuals. 

From ransomware attacks and business 
email compromise (BEC) to account 
takeover and dark web exposure - most 
business owners are acutely unaware 
of the threats they face. 

And simply deploying the most basic 
technology solutions, such as a firewall 
and an anti-virus package, just won’t 
cut it. 

In a world where cyber security threats are 
increasing as fast as we can implement 
measures against them, businesses 
are turning to the next generation of IT 
security solutions to help minimise risk 
and enhance protection.
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Take a look at SecuraPro™  to see how it can help 
you and your business. Please come back to us at 
cybersecurity@securapro.co.uk or phone 01462 416 400. 

Essential

Resilient

Assured



SecuraPro™ Essential 

Just looking for core protection? We’ve got it covered. 
The SecuraPro™ Essential solution will more than 
adequately meet the needs of small business owners 
with the critical levels of control that your business 
requires as an absolute minimum to prevent cyber 
security attacks.

The SecuraPro™ Essential package lays out the ground rules that your 
people need to adhere to and can be used as a best practices package 
to security for your business.

SecuraPro™ Essential would suit micro-SMEs with 10 to 15 
employees.

SecuraPro™ Assured 

Business growth doesn’t have to mean increased 
vulnerability to cyber-crime.

The Assured solution includes the critical levels of protection of the 
SecuraPro™ Essentials package but also starts to introduce various 
company-wide foundational, awareness and technological controls 
that are now fundamental to defending your organisation. 

The SecuraPro™ Assured solution is aimed at larger SMEs with 25 
to 50 employees, where a greater risk profile exists simply because 
of the increased number of employees.
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KEY FEATURES:

Invaluable staff training on cyber security – in 2019 90% 
of UK cyber security breaches were caused by human error

Access to exceptional knowledge and experience with 
a Cyber Security Consultant from Octree

Essential cyber security policies and procedures made 
readily available to everyone, easily understood, and 
universally agreed upon to reduce the insider risk

A secure email gateway and data backups to reduce, and 
protect against the effects of, phishing and malware attacks

Backup and retention of all Office 365 and G Suite data

Use of web filtering tools to block inappropriate and 
malicious content

Endpoint protection to reduce risks of malware and 
ransomware attacks, phishing and other cyber attacks 
on desktops, laptops and mobile devices

KEY FEATURES:

Phishing defence training

Threat knowledge delivery, helping build the skills and 
awareness of your staff

Access to mobile device management helping reduce 
potential malware and ransomware attacks on employees’ 
mobile devices

Integration of password management technology to protect 
access and identity credentials

Policy creation for email impersonation defence and 
Domain-based Message Authentication, Reporting and 
Conformance (DMARC) for receiving email servers and 
untrusted emails

Data backups of virtual machines (VMs) - an additional 
backup to the SecuraPro™ Essential solution

Reduced risk of malicious attacks with Cloud Access 
Security Broker (CASB) which prevents access to cloud 
applications unauthorised by the business

In 2019 90% of UK cyber 
security breaches were 
caused by human error



SecuraPro™ Resilient 

The SecuraPro™ Resilient solution is aimed at larger 
organisations where a robust and complete managed
security service is required.

The Resilient package is built on the strong foundations of SecuraPro™’s 
Essential and Assured solutions but is tailored and fully customised to meet 
each organisation’s specific needs.

Designed for businesses with 100 to 250 employees, key features of the 
Resilient solution include 24/7 Security Incident and Event Management 
(SIEM), advanced technology controls, mobile device management, dark 
web and cloud monitoring.

KEY FEATURES:

The ability to detect threats in real time with insider threat 
management solutions to investigate incidents and respond to them

Encryption tools that prevent hackers from accessing your email 
communications

Dark web monitoring to limit reputational damage following a 
third party breach, cyber attack or security compromise

Business Continuity and Disaster Recovery Plans including the 
backup of data, virtual machines (VMs), endpoints and cloud/
SaaS (Office365 and Google Cloud)

Management, monitoring and performance assessment of cloud 
computing architecture, infrastructure, services and applications, 
making sure that users and customers can use the framework to 
its full potential

Mobile endpoint encryption - working across all of your organisation’s 
endpoints while protecting employee privacy

Encrypting data thereby reducing the number of people who can 
read it – only someone with a secret key or password, not a hacker

MDR / SIEM – Managed Detection and Response/Security 
Incident and Event Management - is a big step in the right 
direction towards improving your security posture while reducing 
risk exposure by monitoring in real time systems and network 
equipment for anomalous activity

SecuraPro™  by OCTREE 7

ONGOING GUIDANCE & SUPPORT FROM OCTREE 
  
Access to a Cyber Security Consultant

FOUNDATIONAL ELEMENTS (POLICIES & PROCEDURES)
 
Asset Discovery and documentation
Cyber security policy
Data Protection Policy (Privacy Statement)
 
Acceptable Use Policy
Vulnerability assessment and management
 
Alerting and reporting
BC/DR Plans (Business Continuity & Disaster Recovery)
System hardening with baseline policies

SHIFTING CULTURE THROUGH TRAINING  
 
Cybsafe security awareness training
Oninbox messaging awareness training
Threat knowledge journal

TECHNOLOGY - INFRASTRUCTURE  
 
Password management
Auditing Discovery
MDR/SIEM

TECHNOLOGY - MESSAGING 
  
Secure email gateway
Email impersonation Defence (SPF/DKIM/DMARC)
Email encryption

TECHNOLOGY - BC/DR   
Backup - data
Backup – virtual machines (VMs)
Backup - endpoints
Backup - cloud / SaaS (Office365, Google Cloud)

TECHNOLOGY - WEB   
Web domain name system (DNS) filtering
 
Web content filtering
Dark web monitoring
Cloud monitoring
Cloud Access Security Broker (CASB)

TECHNOLOGY - DEVICES 
  
Endpoint protection (EDR/XDR)
Mobile endpoint protection
Mobile device management

TECHNOLOGY - DATA   
Data encryption

Element Essential Assured Resilient
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Call us on 01462 416 400 or email us at 
cybersecurity@SecuraPro.co.uk to see how 
SecuraPro™ by Octree can help your business.

The SecuraPro™ framework has been developed by Octree to 
arm your team with the latest tools to gain an edge against 
today’s cyber security challenges.

Founded in 1990, Octree is an IT security company that specialises in cyber 
security protection, expert IT support and IT-managed services. 

At Octree, we understand the importance of ensuring IT systems and networks 
are robust, fit for purpose and secure – technology is fundamental to our clients’ 
business continuity and growth. IT failures, poor performance and service, 
and lack of security all compromise success. 

We work with small to medium-sized businesses to provide clear and cost-effective 
solutions that deliver enhanced performance backed up by support that is highly 
responsive – whether you need us once in a while or for round-the-clock remote 
monitoring and specialist advice. Our service is tailored to specific needs to 
provide peace of mind and the means to run your business effectively.

Naturally, we also take seriously our own security and ensure that Octree as 
a company abides by industry standards. To that end we are Cyber Essentials 
certified, which means we have taken the necessary steps to minimise the 
risk of cyber attacks and theft of sensitive client data.

We work with a wide range of leading suppliers but believe in maintaining 
impartiality at all times, and the IT products and solutions we select for our 
clients are always based on their efficacy and suitability – from cloud 
services to digital communications.

Every decision we make is based on satisfying your real business needs.  


